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Background

As a school, Haileybury must comply with important legal requirements relating to data
protection.

During the course of the School's activities it collects, stores and processes personal data
(sometimes sensitive in nature) about staff, pupils, their parents, its contractors and other third
parties (as detailed more fully in the School’'s various Privacy Notices which are available on the
School’s website here). The School, as “data controller”, is liable for the actions of its staff in
how they handle data. It is therefore an area where all staff have a part to play in ensuring the
School complies with its legal obligations.

UK data protection law consists primarily of the UK version of the General Data Protection
Regulation (the GDPR) and the Data Protection Act 2018 (DPA 2018). The DPA 2018 includes
specific provisions of relevance to independent schools: in particular, in the context of
safeguarding obligations, and regarding the right of access to personal data.

Data protection law has in recent years strengthened the rights of individuals and placed
tougher compliance obligations on organisations including schools that handle personal
information. The Information Commissioner's Office (ICO) is responsible for enforcing data
protection law, and will typically look into individuals’ complaints routinely and without cost, and


https://www.haileybury.com/privacy-policy/
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individual. There are also separate rules for the processing of personal data relating to
criminal convictions and offences.

Application of this policy

This policy sets out the School’'s expectations and procedures with respect to processing any
personal data we collect from data subjects (including parents, pupils, employees, contractors
and third parties).

Those who handle personal data as employees or trustees of the School are obliged to comply
with this policy when doing so. For employees, breaches of this policy may result in disciplinary
action. Accidental breaches of the law or this policy in handling personal data will happen from
time to time, for example by human error, and will not always be treated as a disciplinary issue.
However, failure to report breaches that pose significant risks to the School or individuals will be
considered a serious matter.

In addition, this policy represents the standard of compliance expected of those who handle the
School’s personal data as contractors, whether they are acting as “data processors” on the
School’s behalf (in which case they will be subject to binding contractual terms) or as data
controllers responsible for handling such personal data in their own right.

Where the School shares personal data with third party data controllers — which may range from
other schools, to parents, to appropriate authorities — each party will need a lawful basis to
process that personal data, and will be expected to do so lawfully and with due regard to
security and confidentiality, as set out in this policy.

Person responsible for Data Protection at the School
The School has appointed the Bursar as the Data Protection Lead who will endeavour to ensure

that all personal data is processed in compliance with this Policy and the principles of applicable
data protection legislation. The Bursar is assisted in this on a day to d






ask to see it. Staff should not put anything in writing they would not be happy for a third
party to read.

7.2 Data handling



consequences would be of loss or unauthorised access. No member of staff should provide
personal data of pupils or parents to third parties, including a volunteer or contractor, unless
there is a lawful reason to do so.

Hard copy documents

Staff must keep any hard copy data safely, in a locked area, and must dispose of data safely
and securely - hard cop y documents containing personal data should never be left in an
area unattended but should be kept in a lockable filing cabinet or similar. Hard copies

should not be placed in general waste or recycling, but should be shredded. The School
Office will securely dispose of hard copy documents for staff if needed.

To minimise risk of loss, staff are not permitted to remove hard copy personal data from the
School site except where necessary in exceptional circumstances. Staff should not print
documents containing such data remotely. When transporting hard copy documents, staff
should always take care to keep them safe (e.g. when travelling on public transport).

Digital information

Staff must at all times ensure the security of their devices and the information accessible on
them, in accordance with the School's ICT Acceptable Use Policy. Staff should ensure that they
follow the Computer Support Department’s recommendations for the protection of passwords,
the use of two-factor authentication, and any methods relating to the encryption of data, as
advised to staff from time to time.

Staff should consider the safety of, and access to, their devices when working both on site and
remotely. For example, staff should consider whether a screen or data on a device might be
visible to a third party, or whether another person may be
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X request that the School restricts its data processing activities (in certain circumstances);

X receive from the School the personal data it holds about them for the purpose of
transmitting it in a commonly used format to another data controller; and

X object, on grounds relating to their particular situation, to any of the School’s particular
processing activities where the individual feels this has a disproportionate impact on them.

None of the above rights for individuals are unqualified and exceptions may well apply.
However, certain rights are absolute and must be respected, specifically the right to:

X object to automated individual decision-making, including profiling (i.e. where a significant
decision is made about the individual without human intervention);

X  object to direct marketing; and

X withdraw one’s consent where the School is relying on it for processing their personal data
(without affecting the lawfulness of processing carried out prior to that point in reliance on
consent, or of any processing carried out on some other legal basis other than consent).

In any event, however, if you receive a request from an individual who is purporting to exercise
one or more of their data protection rights, you must tell the Bursar as soon as possible.

Processing of Financial and Payment Information
The School complies with the requirements of the PCI Data Security Standard (PCI DSS).

Staff who are required to process payment card data must ensure that they are aware of and
comply with the most up to date PCI DSS requirements. If you are unsure in this regard please
seek further guidance from the Head of Finance or the Bursar.

Other categories of financial information, including bank details and salary, or information
commonly used in identity theft (such as national insurance numbers or passport details) can
also have material impact on individuals should they be lost or misused. Such information
should be handled carefully and securely, and in accordance with this policy.
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